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Abstract: This paper examines cyberterrorism as a challenge to international
security. Its features, hybrid forms, and counteraction mechanisms within the SCO, the
UN, and Interpol are analyzed. The methodological basis of the study is based on
comparative legal and institutional analysis, as well as analysis of specific precedents,
which allows us to trace the evolution of the threat and the response of the international
community. Special attention is paid to the role of artificial intelligence and the need
to maintain a balance between security and human rights. The study concludes that
cyberterrorism has gone beyond the traditional understanding of terrorism in
cyberspace. To increase efficiency, it is proposed to develop the integration of
countries' security systems, create joint training centers and share experiences in the
fight against cybercrime.
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KubGepreppopusm kazipri kayincizgikke kKayin TOHAipeai: KHbIHIABIKTAP
MEeH Kapchl mapajiap

HuzamoB MyxamMmmagamMmuH

Maructp, Toxikcran PecrryOnukace! [Ipe3uieHTiHIH )kaHbIHAaFbI MEeMIIEKETTIK
0ackapy AKaJeMUSICHI

Hyman6e, ToxxikcTan

e-mail: nizomov.m04@gmail.com

AnHoTamusi: byn makamama KuOepTeppoOpU3M XabIKApabIK KayimNCi3IIKKe
Kayill TOHIIPETIH Mocejie PeTiHIe KapacTeipbUliaabl. OHBIH Oenrijepi TaliaHajbl,
rubpuati popmanapsl, LIIbIY, B¥Y xone MaTepnon meHOEpiHACTI KapChl 1C-KUMBLIT
TETIKTEpl TajjaHajbl. 3epTTEYAIH OJICHAMAJIBIK HET131 CaJbICThIPMAaJIbl KYKBIKTHIK
KOHE WMHCTHTYIMOHAIJIBIK Tajjayfra, COHJai-aK KayilTiH JBOJIOIHUACH MCH
XaJIBIKapajIbIK KaybIMIACTHIKTBIH PEAKIUICHIH OaKbUIayFa MyMKIHIIK O€peTiH HaKThI
npelneaeHTTepl TajajayFa HerizAenreH. JKacaHipl HMHTEIUICKTTIH pPOJIHE XOHE
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KAYINCI3/IK MEeH aJlaM KYKBIKTAaphl apachIHIAaFbl TETIE-TEHIKTI CaKTay Ka)KeTTUTITiHEe
epeKIlie Ha3ap ayAapbliajbl. 3epTTey KHOepTeppopru3M KHOSPKEHICTIKTET1 TEPPOPU3M
Typajbl JOCTYPJi TYCIHIKTEH achill TYCTI J€r€H KOPBITBIHAbIFAa Kenmal. THIMAUIIKTI
apTThIpy YUIIH eNAepIiH KayilCi3giK KYHWeNepiHIH WHTErpalUusChlH JaMbITy,
OipJecKkeH OKy OpTaJbIKTaphlH KYpy >KOHE KHOEpPKBUIMBICIIEH KypecTe TaxKipuoe
aJIMacy YChIHbLIA/IbI.

Tyiiinoi ce3dep: KuOEPTEPPOPHU3M, XaJBIKAPATBIK KayilCi3diK, TeppPOpU3M/IL
Kapxbuianasipy, [IbIY¥, bYY¥, UaTepnoi, )kacaHAbl MHTEJUIEKT, afjaM KYKBIKTaphlI,
XaJIBIKAPAJIBIK BIHTBIMAKTACTHIK.

Kubepreppopusm kKak coBpeMeHHasi yrpo3a 0€30IMaCHOCTH: BbI3OBbI M
Mepbl MPOTUBOIETCBUS

Huzamos MyxammagaMuH

Mauctp, AxamemMus TOCYJapCTBEHHOTO YMPABJICHHUS TIpU MPE3UICHTE
PecriyOnuku Tamxukucran

Nyman6e, TamkukucTan

e-mail: nizomov.m04@gmail.com

AnHoTamusi: B nanHoil pabore wuccienyercss KuOepTeppopu3M Kak BBI30OB
MEXIYHApOIHOM 0€30MacHOCTU. AHATU3UPYETCs €ro NpUu3HaKu, TMOpUAHbIE (POPMBI,
a Takke MexaHusmbl nportuBojaeicTBuga B pamkax [IIOC, OOH u Wurepnoua.
Merononornyeckas 0a3za HCCIE€IOBaHWS OCHOBAHO Ha CPaBHUTEJILHO-IIPABOBOM H
MHCTUTYIIMOHAJILHOM aHallu3e, a TakXKe aHaliu3e KOHKPETHBIX NPELEIEHTOB, YTO
MIO3BOJISIET TMPOCIEIUTh 3BOJIIOLMIO YIpO3bl U OTBETHBIE MEPHI MEKIyHApOIHOIO
coobmectBa. OTeNbHOE BHUMAHHUE YAENSETCS POJIM MCKYCCTBEHHOTO MHTEIJIEKTa U
HEO0OXO0IUMOCTH cOOMI0IeHus Oananca MexX Iy 0e30MacHOCThIO M MIPaBaMH YeJIOBEKa.
B pesynbrarte uccieqoBanus NPUBOIUTCS BBIBOJ O TOM, YTO KUOEPTEPPOPHU3M BBIILIET
3a paMKd TpPaJWIMOHHOTO TMOHMMAaHUA Teppopusma B KubeprpoctpaHcTBe. [
noBbIICHUS A()(PEKTUBHOCTH TMpejuiaraeTcss pa3BUBATh COMNPSDKEHHE CHUCTEM
0€30MMacHOCTH CTpPaH, CO3/1aHNE COBMECTHBIX yUEOHBIX IIEHTPOB U JEIUTCS ONbITaM B
060pb0e ¢ KHOEPTIPECTYIUICHUSIMU.

Kniwueevie cnosa: xubepTeppopusM, MEXIyHapojHas O€30MacHOCTb,
dbunancupoBanue Teppopusma, HIOC, OOH, UnHTepnon, nCKyCCTBEHHBI MHTEIUICKT,
npaBa 4esI0BEKa, MEKTyHApOIHOE COTPYIHUUYECTBO.

Introduction

The evolution of information and communication technologies has changed the
face of international relations. Along with the development of technology, the digital
age has created new challenges. Cyberspace, which knows no state borders, has turned
into an arena of confrontation, where terrorist groups have access to tools capable of
causing damage that are comparable to the consequences of classic terrorist attacks.
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Today, cyberterrorism is no longer limited to attacking computer networks, it also
includes the possibility of using cryptocurrencies to finance terrorist organizations.

It is alarming that not only civilian infrastructure, but also defense enterprises
are increasingly becoming targets of cyber attacks. The defeat of these facilities, in
turn, will lead to the paralysis of entire regions, and as a result of these attacks, the
possibility of international conflicts is not excluded. In these circumstances, the
development of an effective mechanism to counter cyberterrorism is becoming an issue
of international security.

In addition to the technical impact on infrastructure, cyberterrorism also
performs a psychological function, which was previously typical of classical terrorism
(an atmosphere of fear and insecurity). Widespread coverage of hacking of government
portals, leakage of personal data and the threat of disabling the life support system
create a sense of vulnerability of the state among the population. In this regard, we can
say that programs of digital "hygiene" of the population are needed.

In these circumstances, the development of an effective mechanism to counter
cyberterrorism is becoming an issue of international security. International and
regional organizations are rapidly trying to combine the efforts of law enforcement
agencies to establish rapid data exchange to counter cyber attacks.

However, the rapid development of artificial intelligence creates both new
opportunities to combat cyber threats and raises complex issues related to maintaining
a balance between ensuring security and protecting fundamental human rights and
freedoms.

Object of research: Cyberterrorism as a complex problem of international law,
posing a threat to international and national security.

The subject of the study: Complex characteristics, forms of occurrence,
methods of financing cyberterrorism by transferring cryptocurrencies, attempts to
counter international and regional organizations, the role of artificial intelligence in
identifying cyberterrorist threats.

The aim of the study is to analyze cyberterrorism as a modern challenge to
international law, identify key features, develop forms and methods, and develop
recommendations for improving international cooperation to counter this phenomenon
while respecting basic human rights and freedoms.

Research objectives:

1. Analysis of existing approaches to identify cyberterrorism

2.Identification of factors contributing to the spread of cyberterrorism

3. Identification and systematization of the main forms of cyberterrorism,
including classical cyber attacks and hybrid forms

4. Assessment of the effectiveness of existing international mechanisms for
countering cyberterrorism within the SCO, the United Nations and Interpol.

5. Investigation of the potential and risk of using artificial intelligence in the
fight against cyberterrorism.

Methods and approaches: The study uses comparative legal analysis, the
method of institutional analysis, as well as the analysis of specific examples.
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Hypothesis: As a result of the evolution of cyberterrorism, it has gone beyond
the traditional understanding of terrorism in cyberspace. The hybridization of its form
and the vulnerability of civilian and military infrastructure require not only the
strengthening of the system, but also the development of a unified system of
international and legal mechanisms. At the same time, efficiency cannot be maintained
without maintaining a balance between security measures and the protection of
fundamental rights and freedoms of citizens.

Research methods

This study is aimed at identifying and studying the definitions of cyberterrorism,
international conventions, the UN resolution and the SCO declaration were also
considered. The use cases were considered as an illustration of threats and
vulnerabilities.

Discussion

The word “cyberterrorism” has long been part of the scientific community. But
still, there are different position from different countries and experts on what exactly
is meant by sweat by this word.

There is an opinion that cyberterrorism is “the commission of terrorist acts in
cyberspace” or, as some experts write, that “it is advisable to consider cyberterrorism
as a complex of illegal actions in the information space, representing attacks on
computer and telecommunications technologies aimed at creating a threat to
international and state security in order to influence political, economic and other
decisions”.

There is also an opinion among Western experts that “cyberterrorism generally
refers to extremely destructive computer attacks or threats of attacks by non-state actors
on information systems carried out with the aim of intimidating or forcing governments
or society to achieve goals of a political or social nature”.

We can agree with each of these authors, but it is important to mention that
cyberterrorism is not only the commission of terrorist acts on computer network, which
is a classic form, but also its hybrid form, when digital money is used for the benefit
of certain prohibited organizations or groups, which is regarded as terrorist financing.

It’s worth asking the question, where do they come from (hackers, some of
whom become cyberterrorism)? We think the answer is very obvious, there are funded
by certain individuals (it is also assumed that they are funded by states to achieve their
political goals) through money transfers. In this regard, it should be emphasized that as
technology develops in the field of economics, as well as the emergence of new
exchanges and financial markets, it leads to the fact that if someone has transferred a
certain amount of money to a terrorist organization, tracking this transaction becomes
difficult or even impossible. For example, by sending money in the form of
cryptocurrencies using cold wallets.

Cryptocurrency exchanges and exchangers are often registered in offshore zones
or states with no strict AML/CFT regulations (these are two international standards and
measures to prevent money laundering or blocking cards with questionable
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transactions), which allows attackers to send or receive money in the form of
cryptocurrencies without any special obstacles.

With the development of technology and the widespread availability of
information and communication technologies, extremist and terrorist organizations
have gained the opportunity to actively use internet resources and social media for a
range of illegal activities. This includes incitement to violence, radicalization, finding
new supporters, conducting training, detailing plans, gathering intelligence
information, establishing contacts, conducting propaganda and raising funds.

It is worth mentioning that the globalization of the modern economy, as well as
every sphere of life of ordinary citizens, such as communications, energy, financial and
banking systems, gas and oil storage systems, the state defense system, etc. are the
biggest reason for the increasing spread of cyberterrorism.

Despite all the above-mentioned destructive factors, it is also worth emphasizing
that the latest technologies enable law enforcement agencies to effectively counter
terrorism and cyberterrorism with the necessary observance of international law.

Another difficulty is the identification of the attacker. Unlike the classic type of
terrorism, when the perpetrator is directly at the scene of the crime, in cyberterrorism
it is often very difficult to legally prove whether the state, a terrorist organization or
individual funded individuals were behind this attack.

Some experts note that “international communities are coming together to solve
the problems of combating cybercrime. Evidence of this is the meeting of the Shanghai
Cooperation Organization [SCO] member countries in Astana in April 2012, where a
Protocol on cooperation was signed, which defined the main areas of cooperation
between the Ministry of Internal Affairs of Russia and the ministries of public security
of the SCO countries in the near future, as well as measures to combat crime in the
field of information technology and illegal internet usage”. The Astana Declaration of
the Council of Heads of SCO Member States of July 4, 2024 calls on the SCO member
states to develop a document on cooperation in combating crimes in the field of
information technology.

Interpol’s activities are guided primarily by the Budapest Convention on
Cybercrime {No. 185, 2001}. Despite the fact that both organizations have
independent strategies, they share a common goal — to increase cybersecurity. Interpol
focuses on developing innovative investigative techniques and rapid data exchange.

Cooperation is actively developing in the field of professional development of
law enforcement officers. Since 2023, a joint training center has been operating in
Tashkent, which conducts certified training on investigating cryptocurrency fraud and
countering cyber attacks. Combining Interpol’s methodologies and the specifics of the
Eurasian region.

The key achievement of the two organizations is the interfacing of systems. The
SCO platform, which monitors cyber attacks on important facilities, is integrated with
the Interpol 1-24/7 global secure network. This system makes it possible to instantly
transmit data on transnational incidents, in short, when an attempted cyberattack is
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recorded in one SCO country, Interpol can immediately alert the rest of the member
countries.

CT TECH — A United Nations initiative to create a legislative framework,
transparency mechanisms, and oversight regarding online data collection. At the heart
of all the work carried out under this initiative is the idea that countries cannot fight
technological terrorism alone or using old methods. The UN recognizes that the
capabilities of countries vary greatly. The national assessment of risks and equivalent
impact measures makes it possible to assess where exactly there are gaps: in legislation,
in operational readiness, in investigative techniques or in political planning.

The UN focuses on legal enforcement and calls on countries not only to catch
terrorists, but to do so in such a way that the collected digital evidence is indisputable
in court and obtained within the framework of the law. In this context, the UN also
emphasizes the need to maintain a legal and ethical balance; "The international
community is often late in responding”. But at the same time, it warns that panic and a
desire to "tighten the screws" can lead to another problem: unjustified restrictions on
human rights, in particular, the right to privacy and freedom of expression.

In the context of terrorism, intelligence agencies want to collect data, and the
more the better. However, the UN insists that total or uncontrolled surveillance
undermines trust in the state and sets a precedent for abuse. The principle of "human
rights by default" means that any counter-terrorism action in cyberspace must be
designed in advance to protect civil liberties as much as possible.

The fight against cyberterrorism by its very nature cannot be a purely national
task, since the Internet has no borders. Therefore, the UN appeals are global and
systemic in nature.

The terrorists do not build their own server farms, they use existing and publicly
available platforms like X (Twitter), YouTube, and various messengers. UN Security
Council Resolution 2396 is a direct call to states that they must not only fight terrorists,
but also establish cooperation with the private sector. Information and communication
technology companies are becoming key players in this fight, as they have the data and
the ability to quickly delete content.

Terrorist organizations are actively developing and even hybridizing their
activities, using digital money, social platforms, and new technologies to recruit,
finance, and plan attacks.

The UN's work is aimed at providing States not just with recommendations, but
with specific tools. This initiative is a call for legal modernization and operational
capacity building. At the same time, the international community, as the UN itself has
rightly pointed out, is in a precarious position. Panic and the desire for total security
must not be allowed to lead to unjustified restrictions on basic human rights, first of
all, the right to privacy and freedom of expression.

Success in the fight against cyberterrorism will depend not only on technical
equipment, but also on the ability of the global community to ensure a delicate balance
between innovation and security. Otherwise, overreaction can lead to great damage to
democratic values.
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Due to the growing trend in the development of Artificial Intelligence
(hereinafter Al), a weighty question arises, "what is the role of Al in the fight against
cyberterrorism?" The usefulness of Al in the fight against cyberterrorism is primarily
the analysis of large amounts of data. For example, in 2016, China created one of the
most powerful computers that can use Al to analyze hundreds of thousands of
surveillance camera recordings in a short time, which a person is physically unable to
do. In this context, we can say that Al can warn those involved in security in advance
or even prevent it (most likely, this can be expected in the near future) an attempted
cyberattack on certain military or civilian infrastructure.

There is also a big trend towards introducing Al into every area of human life.
Some may think that this somehow infringes on their rights (this is another matter for
discussion), but you also need to think about the positive aspects of this. Al can not
always be used for selfish purposes, such as disinformation or the creation of fake
videos and photos, but also to expose or identify this fake. In this context, Al helps not
only to identify potentially cyberterrorist acts, but also physical terrorism. For example,
if marketplaces implement Al (which some of them have done), a person's purchase
history will be saved in the database and analyzed, as a result, you can summarize what
the person is going to do.

Yes, one can agree with the thesis that this infringes on basic human rights and
freedoms, but in the context of the fight against terrorism and cyberterrorism, it is a
very useful tool for the state. In support of this thesis, we can cite the example of
Stuxnet. Stuxnet is a computer worm that became famous after the attack on Iran's
nuclear power plant in 2010. Some experts call it the world's first cyber weapon capable
of damaging nuclear centrifuges, which could lead to catastrophic consequences.
Unlike viruses, worms do not require user activation, they themselves penetrate the
computer system and overload it.

The nuclear facility was isolated from the Internet, and the worm was introduced
by connecting a USB drive to the main computer. The worm changed the rotation speed
of the centrifuges, speeding it up and slowing it down. As a result, about 1,000
centrifuges were disabled. Fortunately, the worm was found and eliminated, it is
difficult to imagine what would have happened if, as a result, the attackers' plans had
come true.

Or we can give an example of the case of New Petya or Not Petya that occurred
in 2017. The virus infected computers that used Windows, also encrypted files, and
demanded payment in bitcoins as a ransom. There were attempts to decrypt the files,
but instead of opening access to the files, they were deleted.

Ukraine was the first country to be affected, and it lost about 10% of its files, but
other countries such as the United States, Australia, Russia, Canada, and government
agencies in some European countries suffered enormous damage. Among the
companies that were affected were Rosneft, Bashneft, Merck, Maersk and Barispol
Airport. The total amount of damage amounted to more than 10 billion dollars.

There have also been cases of dating sites being hacked, for example, Ashley
Madison, from where the data of about 40 million users was leaked. Some of them
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received threatening messages and ransom demands. It is reported that some of these
users, fearing shame, committed suicide.

Just here, an artificial intelligence system would be needed that could calculate
in advance the presence of such viruses or worms in the operational system. The above
examples also prove that the presence of Al though not directly, but even indirectly
could save the lives of some people.

To be fair, it must be said that Al can also be used by terrorists for various
purposes, from hacking the banking system to the country's air defense system, which
is the negative side of Al. But to win this fight, you need to be one step ahead. As
cyberspace develops, countries need to develop even more and find ways to solve this
problem.

Conclusion

It should be noted that such a modern phenomenon as cyberterrorism is one of
the most complex and rapidly developing challenges to international security. As a
result of the analysis, it was found out that this phenomenon can not only be understood
as terrorism in cyberspace, but it can also include several other aspects from financing
banned organizations using cryptocurrencies to the active use of social networks to
recruit and coordinate illegal actions.

It was also found out that cyberterrorism is a multidimensional threat that should
be studied even more deeply and the countries of the world community should solve
this problem. Of course, as already mentioned, States are solving these problems within
the framework of the Shanghai Cooperation Organization, Interpol and the United
Nations, but as we see it, these efforts are not enough to combat this phenomenon more
effectively.

If we talk about proposals and ways to solve this problem, then the governments
of the countries should work even more and even more closely to create joint training
centers, it is also worth combining the data exchange system and developing a unified
approach to the investigation of cybercrimes.

It is necessary not to separate from this topic what we said earlier — Artificial
Intelligence. This is one of the most useful tools of our time in the fight against
cyberterrorism, which is only worth its data processing ability, which will also be
useful to integrate and start using in the security system. In this regard, we should also
note that the use of Al should not be aimed at violating the freedom of ordinary citizens.
It should be aimed solely at the benefit of society.
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